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Locked-down browser for managed chromebook

INTRODUCTION

This document explains how to install and configure the Janison Replay Application (Replay) to a managed
Chromebook. Replay is the secure browser that allows students to participate in tests delivered through the
test player in the Assessments Portal™*.

Replay is designed to:

- Prevent students from accessing other applications, web pages, software or hardware features and
only provides access to the test player.

- Prevent use of operating system commands such as functions accessed by Ctrl-Alt-Delete.

- Disable features such as the camera, spell check, screenshot, home, keyboard shortcuts, back and
power buttons.

- Prevent execution in a virtual machine or a virtual desktop (e.g. Citrix Virtual desktops, VMware or
Parallels on Mac).

Replay is also referred to as a ‘locked-down browser’.

*Note: Not all assessments require a locked-down browser. Consult the test specifications for each
assessment at https://www.icasassessments.com/.

SUPPORTED DEVICES AND OPERATING SYSTEMS
The Janison Replay Application supports Chromebook OS (Managed Chromebooks only).

Note: The Chromebook app relies on kiosk mode to provide locked down features and does not have any
locked down features itself.

Bandwidth
A guideline for required bandwidth is 512 Kbps (0.512 Mbps) minimum download speed per 20 concurrent
users.

There is no additional bandwidth requirement for locked-down browser use, once the application has been
installed.



Replay installation

Log into your admin
console. Your account
details will not be the
same as the image
provided here.

Select Google apps >
Admin.

INSTALLATION

Step 1: Add Replay to your school Google account

In order to run the locked-down browser on managed Chromebooks, you will
need to add Replay to the Google account in the admin console. This is a one
off configuration, you do not need to undertake these steps on the student
device.

Note: Your organization needs to subscribe to a Chrome service, such as
Chrome Enterprise, Chrome Education, or Chrome Kiosk.

Browse to https://accounts.google.com

Google
1) Welcome

® team.clientservices@gmail.com +

Enter your password

Forgot password? Next

Groups YouTube Maps
B N &
News Google Ads Photos

Translate Vault Admin
Q ) 1
Hangouts Keep Jamboard
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Users Organizational units Buildings and Devices
Add or manage users Add, remove, rename, resources Secure corporate data
move or search for an Manage and monitor on devices
organizational unit buildings, rooms and
resources
Apps Security Company profile Support
Manage apps and their Configure security Update information Talk to our support
settings settings about your company team
Devices
= Chrome
Devices

Managed browsers

» Settings
= Apps & extensions

Users & browsers

Kiosks

Managed guest sessions
+ Printers
» Reports

+ Mobile & endpoints

Networks

Mobile devices

Manage Android, i0S, and Google Sync

devices

NO DEVICES

Chrome devices

Manage Chrome devices

6 DEVICES

D Endpoints |:_|

Manage Windows 10, Drive File Stream,
Endpoint Verification & Fundamental
devices

NO DEVICES

(o) Managed browsers m

Manage Chrome browsers

NO BROWSERS

Replay installation

Select Devices.

Select Chrome>Apps &
extensions>Kiosks.
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Replay installation

Select the relevant group.

Select KIOSKS.

Select the + icon.

Select the ® Add by
URL.

Enter the URL https://
icasassessments.

janisoninsights.com/

testplayer2/testplayer/
home

Select SAVE.

Chrome > | Apps & extensions | WHAT'S NEW

janison.com > Org unit 2

. . . USERS & BROWSERS KIOSKS MANAGED GUEST SESSIONS
Search for organizational units
<
~ janison.com T <+ Search or add a filter
b Orgunit1
App Installation policy
Org unit 2 B
i None
Org unit 1 Auto-launch app
Locally applied
L L —
0 apps & extensions match your niters.

EEE Add an app below or clear your filters.

EEN a4
MANAGE ORGANIZATIONAL UNITS
App Installation policy Version pinning

None v
Auto-launch app
Locally applied +
-+

Add by URL
A RL 1o all a e e web gj eate a t to a website

https://icasassessments.janisoninsights.com/testplayer2/testplayer/home

Note: this feature requires ChromeOS version 81 or later m

=

CAN

O

EL SAVE
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https://icasassessments.janisoninsights.com/testplayer2/testplayer/home

DEACTIVATE OLD REPLAY
Switch the drop-down from Installed to Not installed and then SAVE.

Replay deactivation

| Devices » Chrome > | Apps & extensions | = |

Users & browsers Kiosks Managed guest sessions  Requests

« 4 Search or add a filter

App Installation policy
None v
Auto-launch app
Locally applied w
o Janison Replay Installed

moeghgdnbehicigebnkblokocmienhnd -
9 meaha - i | Not installed |

It will no longer be possible to launch Replay from enrolled devices.
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Launching Replay

Browse back to the
KIOSKS screen, select
Auto-launch app to
Janison Replay.

Select SAVE.

LAUNCH REPLAY FOR A TEST

Before the student Chromebook is switched on, set the Janison Replay
application to auto-launch from the Google Admin Console. Doing this will
ensure that the locked-down browser loads automatically when the student
Chromebook is switched on.

It will not be possible to use the device for any other purpose while Replay is
set to auto-launch.

& 1 setting changed REVERT E SAVE
Chrome Apps & extensions WHAT'S NEW
janison.com > ICAS
USERS & BROWSERS KIOSKS MANAGED GUEST SESSIONS
>
4 S lafi
App Installation policy
None
Auto-launch app
Janison Replay n
o, ICAS Assessments Tsane -
09 ® https://icasassessments janisoninsights. Locally added
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START A TEST
Start test

) replay A Q| % O &)

Welcome
Device ID: VOH5S7J4LP

@ Take a test

Welcome

Enter the session and
student code to begin a
test.

Start a Test

The device is now ready for the student to take the test. The school
coordinator will schedule the test sitting within the official testing window for
the chosen assessment.

Welcome

Please enter the session code:

Next

On the day of the test students will be provided with a session code and their
one-time code. Students will use these to access the test.
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END ATEST

The teacher will need to go back to KIOSKS to exit the locked-down browser
for all the devices being managed. It will not be possible to use the device for
any other purpose while Replay is set to auto-launch.

End test

From your Google Admin & 1 setting changed REVERT B SAVE
Console navigate to Apps rooe & extens
. ome > s & extensions AT" W
& extensions > KIOSKS. - e —
USERS & BROWSERS n KIOSKS MANAGED GUEST SESSIONS
>
E = Search or add a filte
From the App Installation policy
Auto-launch App, select
none. None E
Auto-launch app
Janison Replay
o ICAS Assessments T -
0Q ® https://icasassessments_janisoninsights Locally added

Select SAVE and students
will be exited from the
locked-down browser.
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Help

Access the support resources at https://www.icasassessments.com/support

Contact details are at https://www.icasassessments.com/contact-us
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